Today's computers and methods of communication are based on digital technology, where information is represented in bits that either take the value "0" or "1." From a fundamental point of view, these machines and procedures are equivalent to the glass beads and smoke signals of the past. But as elements in computers become smaller and smaller and communication technologies try to use less and less energy to send the same information, individual bits will ultimately be represented by individual quantum systems. Fundamentally new phenomena such as quantum superposition and quantum entanglement will result, bringing with them novel ways of communication and computation with no analog in today's information technology. Recent research provides a glimpse into the future by realizing entanglement-based quantum cryptography and by demonstrating entanglement of more than two quantum systems with methods that may allow scaling up to even more particles.
When Erwin Schrödinger investigated the foundations of quantum mechanics in 1935, he was so impressed by these correlations (which had been introduced in a Gedanken experiment designed by Albert Einstein, Boris Podolsky, and Nathan Rosen in the same year) that he coined a special term for it, entanglement ("Verschränkung" in the German original), and called it the essence of quantum physics.
Recently, entanglement-based quantum cryptography as suggested by Ekert (1) was demonstrated in three independent experiments (2-4). In these experiments, our quantum cryptographers Alice and Bob exploit the perfect correlations between two entangled photons figure) . They obtain the same random sequence of bits, which they can then use as a key to encrypt a secret message. The essential point here is that the key is created spontaneously on both sides by Alice's and Bob's measurement and does not need to be transmitted. An eavesdropper therefore has no chance to catch the key in flight. To make sure that the eavesdropper cannot tap into the quantum entanglement line by measuring one of the particles, Alice and Bob each randomly and independently switch between two different measurements. Alice and Bob can then readily identify the presence of the eavesdropper, who invariably disturbs the perfect correlations between their measurements. The present status of quantum cryptography is such that it can be used to generate a key at the rate of 1 kilobit per second over distances of 10 kilometers or so. High data rates will only become possible after further substantial technological development, but quantum cryptography can already be useful today to exchange extremely sensitive information, over distances spanning a business or banking district in a big city.
Transmission of secret information with quantum cryptography. A picture of the Venus of Willendorf effigy (22,000 B.C., found near Vienna, Austria) is encoded into an 8-bit deep color map. The two random keys obtained by Alice and Bob, through independent measurements on the photons in an entangled pair, are also represented as color maps. Alice encodes the original picture by bit-wise XOR addition. The transmitted image is completely random and has no structure at all, making any eavesdropping futile. Bob finally recovers the original message again by bit-wise XOR addition of his key. The few errors left are due to occasional imperfect correlations between the two measurements. Adapted from (2).
CREDIT: ADAPTED FROM (2) Quantum computation aims to use the property that an entangled state can be viewed as a superposition of different bit-wise representations of information. The quantum computer then acts on the whole superposition of all individual pieces of information at the same time. This results in what is called massive parallel computation. For the realization of future quantum computers, it will be essential that entangled states of many qubits can be produced in the laboratory. Recently, first steps in this direction have been made for photons (5) and atoms and ions (6) (7) (8) . It had been predicted earlier that entanglement of three qubits leads to a striking contradiction between quantum mechanics and classical theory (9).
In the photon experiments, entangled pairs are used as building blocks for higher order entanglement. Such entangled photon pairs can be created with very high purity, recently enabling verification of the Greenberger-Horne-Zeilinger (GHZ) prediction mentioned above (10) . The experiments can readily be scaled to more than three photons, but ultimately one would want the qubits in a quantum computer to be represented by atoms or ions, because they do not buzz around like photons. Therefore, the recent demonstrations of 3-qubit entanglement with atoms (6) and 4-qubit entanglement with ions (7) and the development of another new scheme having that possibility (8) are very important steps toward future quantum computation. In principle, these ideas can also be scaled to higher numbers of qubits. These experiments with atoms and ions show that entanglement of a higher number of atoms might be possible--which http://www.sciencemag.org/cgi/content/full/289/5478/405 18.05.2004 g g g p would be important for the development of future quantum computers--but they also demonstrate that the quality of the entanglement needs to be substantially improved both for testing the fundamental physics and for developing a useful quantum computation procedure. This represents an enormous challenge for further technological progress.
